Phishing Example: Executive
Impersonation - Request for
Personal Information

44 This phishing email impersonates the company’s CEO, asking staff to provide
personal information for a supposed “staff reward.” The vague wording, lack of
personalization, and request for personal data via email are classic signs of a
Business Email Compromise (BEC) attempt.

Picture #1 - The Phishing Email



Work Reference <oyiui555@outlook.com> o0

By looking at this email address, we see Thul10/16/2025 1:04 PM
that it is not sent from within the company.
Alongside it being a made up email with nc

Exercise Caution: This email originated from outside our organization. DO NOT click on any images, links, or open any
attachments, unless you have verified the sender and determined the content is safe.

Pay attention to the Proofpoint checker.
Here it tells us this email came from outside
Hi the company so we should be careful with it.

Attach your address and contact mobile number in this email for the month staff's reward and

encouragement.
An exle_ctfjtlve v:_oulc_i ne\.tfer afsk for any g If you believe this is a
personal information in return for a reward. phishing attempt, forward

the IT team the suspected

email. After sending itto IT,

you click the phishing icon

or the Proofpoint option to
Best Regards, report it.

Michael Birch

This email has been scanned for spam and viruses by Proofpoint Essentials. Click here to report this email
as spam.

Reply 2 Forward

What to Do Instead

1. If you are not sure whether it is fake or real, verify the request through another channel
(e.g., call or message HR to see if they are doing staff reward).

2. Never send personal or company data in response to an unexpected email.

3. Report the email to the IT team and forward it to them. Then you can report it phishing
with the Outlook button.

How to Verify an Executive's Email

1. Hover over the sender's name to see the real email address.
2. Compare it to the executive's actual email domain (@actiontarget.com)
3. Look for differences such as extra letter, wrong domain endings, etc.

What's the Goal?



Attackers send CEO, or other executive, impersonation emails to trick employees into sharing
personal or company information, sending gift cards, or transferring money. They exploit

authority and trust -- if a request appears to come from a high-ranking executive, recipients
are less likely to question it.

Remember: Even if an email looks like it's from leadership, pause before responding. Verify
through official channels and report any suspicious messages immediately.

Revision #6
Created 21 October 2025 16:47:20 by Tanner Bench
Updated 21 October 2025 17:48:01 by Tanner Bench



